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Project Proposal
Area of Concern

With the monumental increase in global internet use, children having access to devices
younger, and the explosion of social media, children online are at higher risk of exploitation by
predators. A predator is a person who seeks out at-risk children to gather sexual material. Child
grooming is the act of gaining the trust of a child for sexual purposes through manipulation.
Grooming can happen between peers or adults to children. An example of child grooming is
someone posting as someone they’re not to befriend peers or children to gather sexually explicit
images.

Nationally, approximately 500,000 predators are online daily intentionally seeking children
to exploit (National Center for Missing & Exploited Children). NCMEC’s CyberTipline is the
national reporting system for online exploitation of children in the United States (US), with the
average age of victims between 8-17 years old. According to the Minnesota Bureau of Criminal
Apprehension (BCA), there has been a 2,781.16% increase in cybertips of suspected online
crimes against children in Minnesota between 2010 (207) - 2021 (5,964).

Social stigma of being “groomed” and peer pressure keeps victims from reporting. Victims
are unsure they’ll be believed or the groomers retaliate. Victims are concerned about their
reputations when peers find out what happened. In the Eagan, Minnesota, case of Anton
Martynenko, 2 high school boys swung the doors open by reporting incidents and 153 more
followed. Anton’s 50 different personas on social media attracted young males, using a fake
female model from an agency to entice them to send sexually explicit photos and threaten to
post images online.

Empowering victims and minimizing the risk children face becoming victims can reduce
child grooming online through knowledge and experience. US law has not kept up with
internet-based crimes. Enforcement of laws of internet-based crimes is challenging because of
the number of devices, potential predators, and victims.

Challenges

1. Since the US does not currently have laws related to online child grooming, such crimes
are often placed in other categories for reporting purposes. Accurate data may not be
available to show the scope of the problem.

2. Often, child grooming cases go unreported because children may think it’s their fault that
it happens, thus, children may suffer from mental or emotional problems, making it
difficult to function successfully in society as they age.
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3. Because children may not realize they are being groomed, some may continue to let the
grooming process happen, thinking the person is their friend. This may contribute to an
increase in cases of child grooming.

4. Child grooming may be uncomfortable for people to discuss, so getting people to listen to
victims and respond appropriately may be difficult. This may cause children to avoid
sharing what is happening, resulting in not getting the help they need.

5. The laws on the books have not caught up with the crimes people commit using the veil
of the anonymous internet, thus, people rationalize that online child grooming is not really
a crime.

6. If children are of a certain faith, they can’t speak out because their faith would blame
them and tell them not to bring shame to the family. As a result, children may feel like
something is wrong with them, causing the grooming to continue.

7. Child groomers may exploit certain characteristics in their victims, targeting children
based on race, ethnicity, or appearance. This puts some children more at risk than others,
resulting in the fetishization of the community.

Underlying Problem

According to the Minnesota Bureau of Criminal Apprehension (BCA), there has been a 2,781.16%
increase in cybertips of suspected online crimes against children in Minnesota between
2010-2021. How might we minimize the risk of child grooming, so that children in Minnesota can
safely use the internet in 2021 and beyond?

Solutions

1. Apollo Student Union and North JH Student Council members, and their adult
supervisors, will educate students and families through school approved messaging
systems about how to recognize signs of online grooming to prevent students from being
groomed.

2. Tiffany Thompson from Central Minnesota Child Advocacy Center (CAC) will provide an
interactive presentation for students and families to talk about signs of child grooming.
This will allow victims to feel their voice is heard and respected.

3. School Resource Officer Sara Gangle (St. Cloud Police Department) and MN BCA Special
Agent Nick Riba will educate our team about the lack of laws and consequences specific
to online child grooming. Learning more about the laws will strengthen our knowledge.

4. MN Senator Aric Putnam and U.S. Representative Tom Emmer will propose laws to punish
online child groomers. This will cause child groomers to face legal consequences and
deter others from doing it.

5. Our team will inform families about signs/red flags to watch for when their children are
online through workshops and videos to engage them in conversation and provide
examples.

6. Internet providers already share information regarding online child grooming happening
within their systems and report it to the National Center for Missing & Exploited Children.
NCMEC produces reports of suspected online child exploitation. Our team will share
reports with families and St. Cloud school district staff to demonstrate the scope of the
problem and why it’s important to talk with students about it.
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7. Our team will utilize learning management systems such as Schoology, SeeSaw, and
Google Classroom to distribute resources to students, families, and educators about what
child grooming is and how to prevent it.

8. Advisory teachers at the junior highs and high schools in St. Cloud will use courses
“Ignition” and “Mental Wellness Basics” from the EVERFI Company to impress upon
students the ever-growing threat of online predators in order for students to know how to
avoid being enticed.

Determination of Action Plan

CRITERIA-1: Which solution will best protect the largest amount of children from being groomed
on the internet? Best met criteria: Solutions 2-4-5-7-8

Advantages:
2-The MN CAC has years of experience working with victims and families.
4-Stricter laws would decrease the number of predators.
5-Parents would know how to prevent online grooming by noticing signs.
7-Learning management systems are utilized nationally by school districts, so what is
shared can be replicated easily.
8-EVERFI courses are an engaging way to get information to students.
Limitations:
2-With only 16 Child Advocacy Centers in Minnesota, some victims don’t live close to a
center to receive services easily.
4-It takes a long time to pass bills into laws.
5-Parents may get confused what signs are or aren’t child grooming.
7/8-If families, students or school staff don’t have devices, internet access, or are
uncomfortable using technology, they may not be able to access our message.
Unique Opportunities:
2-A partnership with CAC will be more sustainable, with more positive results.
4-Working with Minnesota State and National legislators will keep the issue in public view.
5-Parents would feel assured talking to children after gaining knowledge.
7-Messaging would reach all students, families, and school staff.
8-Conversations about a sensitive topic are easier to have with a trusted adult in smaller
groups.

CRITERIA-2: Which solution will reach the broadest audience to minimize the risk of child
grooming? Best met criteria: Solutions 1-2-4-5-6-7

Advantages:
1/2-Kids will listen better to student leaders than adults. Families would listen more to
those with field experience.
5/7-Using school messaging systems to distribute team-created lessons could reach all
students and families in the district.
4-Passing a federal law would bring nationwide attention to the issue. There also won't
be anywhere in the country that it would be “okay to do”.
6-Seeing the scope of the issue will inspire conversations about the topic.
Limitations:
1/2-Coordinating schedules with many groups will be difficult and overwhelming for us.
5/7-People may not check messages we release.
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4-Proposing and passing a law may not deter people from becoming online groomers.
6-Up-to-date information may be delayed in getting to families and staff from NCMEC. If
data they find online varies from our data, people may distrust information we share.
Unique Opportunities:
1/2-Forming a resource support team will keep the message alive in many places
simultaneously. 5/7-Communication systems information are easily shared with other
schools. 4-Knowing our team collaborated with lawmakers to pass a law impacting our
nation, reducing the number of victims, would be amazing! 6-NCMEC reports will allow us
to demonstrate the scope of this issue.

CRITERIA-3: Which solution will be most utilized by children so that they focus on staying safe
online? Best met criteria: Solutions 1-2-7-8

Advantages:
1/7-Schoology/SeeSaw are systems students/families use daily and are familiar with, so
messages are easily sent.
2-People may listen more closely to a person with a title vs. students.
8-Advisory is required for all students, so everyone will be there.
Limitations:
7/8-Advisory teachers may not show materials shared with students.
2-The availability of the person from MN CAC would impact how many small vs. large
group presentations happen with students, as small groups get best results.
1-Students may ignore messages.
Unique Opportunities:
1/2/7/8-Approaching students/families in multiple ways will allow us to reach people and
best meet their needs developmentally and technologically.

CRITERIA-4: Which solution will be most utilized by parents so that they help their children be
safe online? Best met criteria: Solutions 2-5-6-7

Advantages:
2/6/7-Many parents may not know child grooming is rising. Seeing facts themselves
shows why it’s important to discuss and share data with their children.
5-Learning red flags supports parents when talking to their children staying safe online.
Limitations:
2/5/6/7-We desire materials in multiple languages to reach more parents. Some parents
cannot read in the language they speak, making written materials insufficient. Translators
are needed for presentations and sending verbal messages. Translating is
time-consuming.
Unique Opportunities:
2/7-Because CAC has many locations and technology sends messages easily, we will
support more families.
5/6-Sharing NCMEC data provides an opportunity to converse with parents.

The foundation of our action plan to minimize the risk young people face from child grooming is
engaging them in conversation, preparing short/informative lessons, educating adults and
providing schools with sustainable resources from credible organizations.
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Action Plan

SHORT TERM: October-December 2021

STRATEGY TASK DESCRIPTIONS INTENDED IMPACT

Gathering
knowledge

Research potential
resources to connect
with virtually or in
person

Guide project decisions to
create plans based on data
gathered

Develop resource
library

Create an archive of
relevant information and
organizations

Share archive with others and
use information when preparing
lessons and presentations

Interact with service
people

Establish a connection
and interact with people
and organizations to
gather information

Provide sustainable resource
for future use by other school
districts

MEDIUM TERM: January-May 2022

Connect with new
resources

Analyze data gathered
from initial meetings to
seek out new
connections

Accumulate more resource
people to place in project
archive

Focus on student
engagement with
topic

Use information and
ideas gathered to
create lesson plans and
materials for student
activities

Provide students with tools
they can use in the future to
reduce their risk of being
groomed

Develop
implementation plan
for 2022-2023
school year

Examine school
structures to decide
how project plans fit
into existing structures
to maximize outreach

Blend our project activities into
schools plans to minimize
stress of “adding one more
thing”

LONG TERM: June 2022-June 2023

Confirm project
schedule with
schools

Finalize plans with
appropriate school staff

Reach largest number of
ISD742 students possible

Discuss topic at
Open House/Family
events

Host booth to share
knowledge and
resources to families in

Get the word out about our
project to begin the
conversation
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attendance

Gather participant
feedback

Survey participants in
classes, family events,
etc.

Improve project materials to
prepare for sharing with other
schools by analyzing responses

Share project
archive

Review archive, share
with interested schools-
ensure electronic
access

Credible, sustainable resources
to share with schools so they
can inform students about
grooming

Expected Accomplishments: Minimize the risk of child grooming by educating people on what
child grooming is, teaching the red flags, showing how to be safe from predators while online,
and how to get support when needed.
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